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DETAILED ACTION 

Continued Examination Under 37 CFR 1.114 

A request for continued examination under 37 CFR 1.114, including tine fee set 
forth in 37 CFR 1 .17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 4/24/09 
has been entered. 

Claims 1,2, 14-16, 18, 23, 26-35, and 37-40 have been amended. Claims 1-12 
and 14-40 are pending. 

Response to Amendment 
Claim Objections 

Claims 1 1 and 12 are objected to under 37 CFR 1 .75(c), as being of improper 
dependent form for failing to further limit the subject matter of a previous claim. 
Applicant is required to cancel the claim(s), or amend the claim(s) to place the claim(s) 
in proper dependent form, or rewrite the claim(s) in independent form. As per claim 1 1 , 
it does not further limit the circuit arrangement of claim 2 by introducing an integrated 
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circuit. As per claim 12, it does not further limit the circuit arrangement of claim 2 or the 
integrated circuit of claim 1 1 . 

Claims 14, 23, and 32 are objected to because of the following informalities: the 
comma after "access control" should follow the preceding word "encrypted". 
Appropriate correction is required. 



Claim Rejections - 35 USC § 112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claims 1-12 and 14-40 are rejected under 35 U.S.C. 112, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. 

As per claims 1,2, 14, 15, 23, and 32, the new amendment being a wherein 
clause, seems to imply additional limitations added to functions preceding the clause. 
Implicit or not, the functions of access control and decoding are not defined or 
mentioned prior to this newly added clause. It is unclear what entity is performing the 
actual function. They seem to be performed on the integrated circuits, is it an undefined 
chip which exists in the circuit for performing the functionality? Also the notion of 
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decoding implies something was encoding previously? There is no step or logic defined 
to perform encoding. How did the data get encoded? What is being decoding? 

As per claims 1,2, 15, and 23, the phrase "separately performed" is indefinite. 
First of all for the reasons mention above, the actual access control and decoding is 
ambiguous. In this case, does separately mean a) the access control and decoding are 
separate from the encryption of data sent over the channel or b) the access control is 
separate from the decoding? If b) is the case, it is still unclear which integrated circuit 
(first or second) performs which function. 

As per claim 1 1 and 12, it is unclear what is being claimed. The claims being 
dependent claims, reference their parent claims have been written in an independent 
form. If Applicant wishes to claim a new entity (circuit) in claim 1 1 it should be written in 
independent form explicitly including the desired limitation. Claim 12 claims a system 
dependent on a circuit further dependent on a system. Appropriate correction is 
required. 

As per claims 4, 7, 8, and 18, data appears to be defined for a second time. 
Therefore it is unclear whether this data is something new or refers to data already 
defined. For example in claim 4, data is outputted. In claim 2, data is already defined. 

Are they the same? 

Throughout the claims, the word data is used in defining both the information that 
flows over both the default channel and the encrypted channel. This can be confusing 
and misleading especially when the hardware encryption circuit is configured to encrypt 
"all data". The invention would be clearer if the claims simply conveyed that all data is 
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encrypted and it flows over the dedicated encrypted virtual channel and definitively 
distinguishes this data from what flows over the default virtual channel. 

As per claim 15, "two integrated circuits" are rendered indefinite because only a 
first integrated circuit is defined. So it is unclear where this is two new circuits or only 
on additional circuit. 



Response to Arguments 

Applicant's arguments filed 4/24/09 have been fully considered but they are not 
persuasive. First of all, with the above stated indeflnlteness relating to the newly 
amended claims It Is difficult to ascertain the meaning and scope by which the new 
amendments encompass. Applicant has argued that the prior art of record does not 
teach sending all encrypted data over a virtual channel which seems to correspond to 
the first part of the new limitations. The primary reference Ishiguro teaches encrypted 
all data sent between two apparatus are encrypted (page 2, line 40). Ishiguro Is not 
concerned with data which is not encrypted. In the real-time data transmission system 
of Abbott, it is taught that dedicated channels can be implemented in order to decrease 
latency. This is useful when transmitting audio and video. Abbott teaches using a 
dedicated channel other than the main data delivery channel to send protocol messages 
back and forth (col. 8, lines 60-65). Examiner has relied upon this teaching In 
conjunction with Ishiguro's system of sending encrypted data. Combined, the encrypted 
data would still be encrypted along its own dedicated virtual channel and a separated 
virtual channel would be used for messaging and protocol overhead. It would have 
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been obvious to combine these two references when wanting to encrypt real-time data 
streams. 

With respect to the notion that the prior art does not teach access control and 
decoding, Examiner is not giving any patentable weight to those features because it is 
unclear what they do and how they are coupled to the rest of the invention. Examiner 
will reserve interpretation of the prior art until it is known how these functions operate 
within the scope of the claimed invention. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-12, 14-22 are rejected under 35 U.S.C. 103(a) as being unpatentable 

over Ishiguro et al. (EP 0,875,813 A2) in view of Paskins et al. (EP 0,952,733 A2), 
Mowery et al. (US 2003/0081391 Al), and Abbott et al. (US6,141,324). 

With respect to claim 1, Ishiguro teaches the limitation of "a first integrated circuit, 
the first integrated circuit including a first logic block configured to generate a data 
stream" (Fig. 3 and 10; page 6, line 19) as the firmware that transmits data to personal 
computer. 
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In addition, Ishiguro teaches the limitation of "a first integrated circuit, the first 
integrated circuit including a hardware encryption circuit coupled to the first logic block 
and configured to encrypt the data stream to generate an encrypted data stream" (Fig. 3 
and 10; page 2, lines 36-37) as enciphering means for enciphering data. 

Additionally, Ishiguro teaches the limitations of "a second PCI- Express- 
compatible interface circuit coupled to the PCI-Express-compatible interconnect to 
receive the encrypted data stream over the dedicated encrypted virtual channel, the 
second PCI-Express-compatible interface including a plurality of channel interconnects, 
each associated with a virtual channel among the plurality of virtual channels" and "a 
hardware decryption circuit coupled to a first channel interconnect among the plurality of 
channel interconnects for the second PCI-Express-compatible interface circuit and 
configured to decrypt the encrypted data stream" (Fig. 3 and 10; page 2, lines 47-48) as 
receiving means for receiving enciphered data and deciphering means for deciphering 
data. 

Further, Ishiguro teaches the limitation of "a second logic block coupled to the 
hardware decryption circuit and configured to use the decrypted data stream" (Fig. 3 
and 10). 

Finally, Ishiguro teaches the limitation of "control logic coupled to at least one of 
the first and second PCI-Express- compatible interface circuits and configured to 
communicate authorization data over the default virtual channel to authorize secure 
communication between the first and second integrated circuits over the dedicated 
encrypted virtual channel" (Fig. 3; page 5, lines 19-22) as firmware and a license 
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manager carrying out tine autlientication procedure between one of software programs 
stored in the ROM of the DVD and one of software programs stored in the ROM of the 
personal computer. 

It is noted, however, that Ishiguro does not explicitly teach the limitations of "a 
PCI-Express-compatlble interface circuit configured to support data communication over 
a plurality of PCI-Express virtual channels", "wherein the first PCI-Express-compatible 
interface circuit includes a plurality of channel interconnects, each associated with a 
virtual channel among the plurality of virtual channels", "wherein a first channel 
interconnect among the plurality of virtual channels is coupled to the hardware 
encryption circuit to receive the encrypted data stream", and "wherein the first PCI- 
Express-compatible interface circuit is configured to communicate the encrypted data 
stream from the hardware encryption circuit over the dedicated encrypted virtual 
channel." 

On the other hand, Ishiguro teaches that the interconnection for the elements of 
his invention is provided through the 1394 bus through 1394 interface (page 4, lines 47- 
48). 

In addition, Paskins teaches a transport stream interface in which various virtual 
channels are time-multiplexed (column 1, paragraph 0003) which is implemented on 
IEEE 1394 Serial Bus (Abstract). 

It is further noted that neither Ishiguro not Paskins teach the limitation of "PCI- 
Express-compatible interface circuit." 
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However, Mowery teaches this limitation (page 2, paragraph 0023) as the 
present invention is operable with other technical standards. For example, rather than 
USB or USB 2.0, the present invention is also operable with Institute of Electrical and 
Electronics Engineers (IEEE) 1394 (FireWire), Ethernet, and serial and parallel 
communications ports, peripheral components interconnect (PCI), PCI-X, and PCI- 
Express to list a few. 

Furthermore, it is noted that Ishiguro does not explicitly teach the limitation of 
"the plurality of PCI-Express virtual channels includes an unencrypted default virtual 
channel and a dedicated encrypted virtual channel configured to communicate 
encrypted data exclusively" 

On the other hand, Abbott teaches the abovementioned limitation (Fig. 4; column 
8, line 61 - column 9, line 1) as all communications between the modems can be 
implemented in a dedicated communication channel. This dedicated communication 
channel can be a dedicated virtual channel, or a dedicated physical channel. 

It would have been obvious to one of the ordinary skill in the art at the time of the 
invention to incorporate teachings Paskins into the system of Ishiguro to provide a 
higher throughput by multiplexing plurality of channels. Further, it would also be obvious 
to incorporate teachings of Mowery into the system of Ishiguro and Paskins to provide 
greater bandwidth and decrease in power consumption. Furthermore, It would have 
been obvious to one of the ordinary skill in the art to incorporate teachings of Abbott into 
the system of Ishiguro, Paskins, and Mowery because it would provide a secure 
channel for real-time data transfer over a well-known bus architecture (PCI-X). 
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Claims 2-4, 9-12, and 14 are rejected in view of tine same reasons stated in tine 
rejection of independent claim 1 . 

With respect to claims 5-8, Raskins teaches a transport stream Interface in which 
various virtual channels are time-multiplexed (column 1, paragraph 0003) which is 
implemented on IEEE 1394 Serial Bus (Abstract) that can be used for the throughput 
control of the system. In addition, Abbott teaches the limitation of dedicated virtual 
communication channel (Fig. 4; column 8, line 61 - column 9, line 1) that can be used to 
ensure the security of the data transfers. 

Claim 14 are rejected in view of the same reasons stated in the rejection of 
Independent claim 1. 

With respect to claims 15-17 and 20-22, they are rejected in view of the same 
reasons as stated in the rejection of independent claim 1 . 

With respect to claims 18 and 19, they are rejected in view of the same reasons 
as stated in the rejection of claims 5-8. 
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Claims 23-40 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Ishiguro at al. (EP 0,875,813 A2) in view of Paskins at al. (EP 0,952,733 A2), and 
further in view of Abbott et al. (US6,141 ,324). 

With respect to claim 23, Ishiguro teaches the limitation of "re-encrypting the first 
decrypted data stream in the first integrated circuit to generate a second encrypted data 
stream" (Fig. 3 and 10; page 2, lines 36-37) as enciphering means for enciphering data. 

In addition, Ishiguro teaches the limitation of "communicating the second 
encrypted data stream from the first integrated circuit to a second integrated circuit" 
(Fig. 3 and 10; page 6, line 19) as the firmware that transmits data to personal 
computer. 

Finally, Ishiguro teaches the limitation of "decrypting the second encrypted data 
stream in the second integrated circuit to generate a second decrypted data stream" 
(Fig. 3 and 10; page 2, lines 47-48) as receiving means for receiving enciphered data 
and deciphering means for deciphering data. 

It is noted however, that Ishiguro does not explicitly teach the limitations of 
"decrypting a first encrypted data stream in a first integrated circuit to generate a first 
decrypted data stream", "a multi-channel serial interconnect to which the first and 
second integrated circuits are connected", and "a dedicated encrypted virtual channel 
among a plurality of virtual channels supported by the multi-channel serial interconnect". 

On the other hand, Paskins teaches the limitation of "decrypting a first encrypted 
data stream in a first integrated circuit to generate a first decrypted data stream" (Fig. 1) 
as a path that goes through Demodulator 16, Descrambler 18, and Demultiplexer 20. 
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In addition, Raskins teaches the limitation of "a multi-channel serial interconnect 
to which the first and second integrated circuits are connected" (column 1, paragraph 
0003) as a transport stream interface in which various virtual channels are time- 
multiplexed, which is implemented on IEEE 1394 Serial Bus (Abstract). 

In addition, Abbott teaches the limitation of "a dedicated encrypted virtual 
channel among a plurality of virtual channels supported by the multi-channel serial 
interconnect" (Fig. 4; column 8, line 61 - column 9, line 1) as all communications 
between the modems can be implemented in a dedicated communication channel. This 
dedicated communication channel can be a dedicated virtual channel, or a dedicated 
physical channel. 

It would have been obvious to one of the ordinary skill in the art at the time of the 
invention to incorporate teachings Raskins into the system of Ishiguro to provide a 
higher throughput by multiplexing plurality of channels. Further, it would have been 
obvious to one of the ordinary skill in the art to incorporate teachings of Abbott into the 
system of Ishiguro and Raskins because it would provide a secure channel for real-time 
data transfer. 

With respect to claim 24, Raskins teaches the limitation of "demodulating a 
modulated input signal to generate the first encrypted data stream" (Fig. 1 ) as 
demodulator 16. 
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With respect to claims 25 and 26, Raskins teaches the limitation of "decoding the 
second decrypted data stream in the second integrated circuit to generate a decoded 
data stream" and "wherein the modulated input signal comprises a satellite broadcast 
signal, wherein the first encrypted data stream comprises an encrypted MPEG data 
stream, and wherein decoding the second decrypted data stream In the second 
Integrated circuit comprises performing MPEG decoding on the second decrypted data 
stream" (Fig. 1) as MPEG Decoder. 

With respect to claim 27, It Is noted that neither of Ishlguro, Pasklns and Abbott 
teach the limitation of "performing regional access control on the first encrypted data 
stream." 

However, examiner takes the official notice that using the regional encoding to 
protect the data distributed on DVDs is well known In the art. Therefore, It would have 
been obvious to one of the ordinary skill in the art at the time of the invention to use 
such a technique to access data distributed on DVD. 

With respect to claim 28, Ishlguro teaches the limitation of "performing subscriber 
access control on the first encrypted data stream" (Fig. 3; page 5, lines 19-22) as 
firmware and a license manager carrying out the authentication procedure between one 
of software programs stored in the ROM of the DVD and one of software programs 
stored in the ROM of the personal computer. 
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With respect to claim 29, Raskins teaches the limitation of "the first and second 
integrated circuits are disposed in a set top box" (Fig. 6; column 16, paragraph 01 18) as 
a device such as a host receiver or Conditional Access Module implementing a 
Command Interface over an IEEE 1394 Serial Bus. 

With respect to claim 30, Raskins teaches the limitation of "the first integrated 
circuit is disposed on an access card coupled to the second integrated circuit via a 
connector" (column 10, lines 41-44) as the DVB Common Interface has been designed 
with a layered architecture to allow new physical layers (for example the smart card 
form factor). 

With respect to claim 31 , it is rejected in view of the same reasons stated in the 
rejection of independent claim 23. 

With respect to claims 32-40, they are rejected in view of the same reasons 
stated in the rejection of claims 23-31 . 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to MICHAEL R. VAUGHAN whose telephone number is 
(571)270-7316. The examiner can normally be reached on Monday - Thursday, 7:30am 
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- 5:00pm, EST. If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retheval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/M. R. V./ 

Examiner, Art Unit 2431 



/Ayaz R. Sheikh/ 

Supervisory Patent Examiner, Art Unit 2431 



